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1 Nany3b BUKOPUCTaHHA

Lle#i nokyMeHT BH3HA4Ya€ OCHOBM Oprasizamii Ta MOPSAAOK BUKOHAHHS pOOIT 13 3aXHCTy
inpopmarii B iHpopmamiiHO-TeIeKOMYHIKaIinHuX cucreMax (maii - ITC) - mopsmok mpuiHATTS
pillleHp IIOAO CKJaay KOMIUJIEKCHOI CHCTEMH 3axHCTy iHQopmauii B 3aleXHOCTI Biff YMOB
dynakuionyBanus ITC 1 BuniB 00po0iroBaHoil iHGOpMaIIii, BU3HAYCHHST 00CATY 1 3MICTy POOIT,
€TarHoCTi poOiT, OCHOBHUX 3aBJIaHb Ta MOPSIIKY BUKOHAHHS POOIT KOXKHOTO €Taty.

His meoro HJI T3I mommuproerbes Timbku Ha ITC, B skuX 3MIHCHIOETBCS 00poOKa iH(opMmarltii
aBTOMATHU30BaHUM criocoOoM. Bimnosigno, mis takux [TC unHHI BC1 HOpPMAaTUBHO-TIPABOBI aKTH
Ta HOPMaTHBHI OKyMeHTH 110,10 cTBOpeHHS AC Ta moxao 3axucty indopmartii B AC. H/[ T3I ne
BCTAHOBIIIOE HOBHX HOPM, a CUCTEMAaTH3y€ B OAHOMY JOKYMEHTI BUMOTH, HOPMH 1 MpaBuia, sKi
Oe3rmocepelHbO ab00 HEMPSMUM YHHOM BHTIKAIOTh 3 TOJOXKEHb [iI0OYUX HOPMATHBHHX
JIOKYMEHTIB.

Heit H/ T3I moOynoBaHo y BUTIIAII KEPIBHUITBA, SIKE MICTUTH MEPEiK poOIT 1 MOCKIaHHS Ha
JIiF04l HOPMATHBHI JOKYMEHTH, Y BIAMOBIIHOCTI IO SKUX I pOoOOTH HEOOXiJTHO BHUKOHYBATH.
ko sKWiich 3 €TariB 4d BUIIB poOIT HE HOPMOBAHO, HABOIAUTHCS KOPOTKHU 3MiCT poOiT Ta
SIKUMH pe3yJIbTaTaM{ BOHH ITOBUHHI 3aKiHIYBaTHUCh.

HJI T3I npusnadyenuii st cy0’ €KTiB iHGOpMaiiHUX BiTHOCHH (BIACHHKIB a00 pO3MOPSIHUKIB
ITC, kopucTyBayiB), AiSUTbHICTH SIKUX OB’ 13aHa 3 00pOOKOI0 iH(OpPMAILiT, [0 MiAIArae 3aXKCTY,
PO3pOOHUKIB KOMIUIEKCHHX cucTeM 3axucty iHpopmanii B ITC, 1 mnocravanbHUKIB
komroHeHTiB ITC, a Takox s QI3MYHMX Ta HOPUAAYHUX OCI0, SKi 3IMCHIOIOTH OIlIHKY
3axHILEHOCTI 00po0IIoBaHol iHpOpMalii Ha BiamoBiHICTH BUMoram T3L.

Beranosnennit mum HJI T3I mopsimok € o6oB’si3koBUM Uit Beix cy0’ ektiB cuctemu 131 B
Vkpaini He3aJIe)KHO Bia iXHBOI oprasizamiiHo-mipaBoBoi ¢Gopmu Ta Gopmu BmacHocti, B ITC
SIKUX 00poO0IIsieThes iHGOpMAITis, sIKa € BIACHICTIO ACPKABHU, HATCKUTH 10 JEPKABHOT UM 1HIIOL
TaeEMHHUIII a00 OKpeMux BHUAIB iH(MoOpMalli, HEOOXITHICT, 3aXUCTy SAKOi BH3HAYEHO

3akoHOAaBcTBOM. Skmo B ITC oOpoOmsitoThes iHII Buau iH(OpMmalii, TO BHMOTH IIHOTO
HOPMATHUBHOTO OKYMeHTa cy0' €kTh cucteMu T3] MOXKyTh BHKOPHCTOBYBATH SIK PEKOMEH/IAIII].

2 HopmaTtuBHI nocunaHHs
VY usomy H/I T3I HaBezeHo nocuiaHHs Ha Taki HOPMATHBHI JJOKYMEHTH:
JCTY 3396.0-963axuct indopmarii. Texniunuii 3axuct iHGopmaritii. OCHOBHI MOJOKECHHS.

JACTY 3396.1-963axuct indopmarii. Texniunnii 3axuct iHpopmariii. [Topsmok nmpoBeneHHS
PpOOIT.

JACTY 3396.2-97Baxuct indopmarii. Texuiunuii 3axuct iHpopmartii. TepMiHN Ta BU3HAYCHHS.
JACTY 2226-93ABTOMaTH30BaHi CUCTEMHU. TepMiHM Ta BU3HAYEHHS.

JABbH A.2.2-2-96 IlpoektyBanHs. TexHiuHuW 3axuct iH(poOpMarlii. 3arajbHi BHUMOTH [0
oprasizauii IpoeKTyBaHHs Ta MPOEKTHOI TOKyMEHTaii A5t Oy1iBHUIITBA.



JBbH 2.2-3-2004 Cknan, mopsaoK po3poOJeHHS, MOTODKEHHS Ta 3aTBEPIIKEHHS MPOEKTHOI
JOKyMEHTAIlii /i1 Oy[iBHUIITBA.

I'OCT 34.201 - 89 MUudopmanuonHas TexHoimorus. Komiuiekc cTaHgapToB Ha
ABTOMATU3UPOBAHHBIC CUCTCMBI. BI/I,Z[BI, KOMIIJICKTHOCTH H 0603HaquI/Ie AOKYMCHTOB TIIpH
CO3JIaHUM aBTOMATU3UPOBAHHBIX CUCTEM.

I'OCT 34.601 - 90 HUudopmanuonHas TexHomorus. Komiuiekc cTaHgapToB Ha
ABTOMATU3UPOBAHHBIC CUCTCMBI. ABTOMaTI/IBI/IpOBaHHBIC CUCTEMBEI. CTa,Z[I/II/I CO3JaHus.

I'OCT 34.602 - 89 HupopmammonHas TexHojorus. Komruiekc cTraHgapToB  Ha
AaBTOMATU3UPOBAHHBIC CHUCTEMBI. TEXHHYECKOE 3a/JaHME Ha CO3JaHHE AaBTOMATH3MPOBAHHOM
CHCTEMBI.

P/l 50 - 34.698 - 90Meroauveckue ykazanusi. Mudopmanmonnas texuomorus. Komrieke
CTaHAApTOB U PYKOBOAAIMINX HOKYMCHTOB Ha aBTOMATU3UPOBAHHBIC CHUCTCMBI. Tpe6OBaHI/I$I K
COJICPKAHUIO JOKYMEHTOB.

Kommeke cranaapToB Enunas cuctema nporpammuoii qokymenrtaruu (ECIT/T)
Kommeke cranaapToB Ennnas cuctema koHCTpykTOopekoit mokymenTtanuu (ECKJI)

HJ T3I 1.1-002-99BaranpHi NOI0XKEHHS MO0 3aXUCTY iH(pOpMaIlii B KOMI'TOTEPHUX CUCTEMaXx
BiJI HECAaHKI[IOHOBaHOTO jaocTtyny. 3aTBepkeno HakazoMm JICTC3I Cb Vkpainu Big 28.04.1999
Ne 22.

HJ T3I 1.1-003-99Tepminosioris B raimy3i 3aXucTy iHpOpMalii B KOMI' IOTEPHUX CUCTEMax Bif
HecaHKITioHOBaHOTO moctyny. 3arBepkeHo Haka3zoMm JICTC3I Cb Ykpainu Bix 28.04.1999No
22.

HJ T3I 1.4-001-2000l'umoBe mosIoKeHHS PO CIy)O0y 3axucTy iH(popMallii B aBTOMAaTH30BaHIH
cucreMi. 3arBepmkeno HakazoMm JJICTC3I Cb Ykpainu Bix 04.12.2000Ne 53.

HJI T3I 1.6-003-2004

HI T3I 2.1-001-2001CTBOpeHHsI KOMIUIEKCIB TEXHIYHOTO 3axHcTy iH(opmarii. Arecraris
koMIuiekciB. OcHOBHI nosoxeHHs. 3aTtBeppkeHo Hakazom JICTC3I Cb Ykpainu Big 09.02.2001
Ne 2.

HJ T3I 2.5-004-99Kpurepii OIiHKM 3aXUIIEHOCTI iH(OpMaIlii B KOMI' IOTEPHUX CHCTEMax Bif
HecaHKITioHOBaHOTO Aoctyny. 3arBepkeHo Haka3zoMm JICTC3I Cb Ykpainu Bix 28.04.1999No
22.

HI T3I 2.5-005-99 Knacudikariiss aBTOMaTU30BaHUX CHCTEM 1 CTaHAApPTHI (YHKIIOHAIBHI
npodimi  3axumieHocTi  00poOiroBaHOi  iH(opMarii Bil HECAHKI[IOHOBAHOTO JOCTYIY.
3arBepmkeno Haka3zoMm JJCTC3I Cb Ykpainu Big 28.04.199Ne 22.

HI T3I 3.6-001-2000 Texuiunuii 3axuct iHdopmarii. Komm rorepri cucremu. Ilopsmok
CTBOPEHHS, BIPOBA/KCHHS, CYNPOBOKEHHS Ta MOZEpHi3alii 3aco0iB TEXHIYHOT'O 3aXUCTY



iH(opmMartii Big HecaHKIIIOHOBaHOTO nocTymy. 3arBepkeHo HakazoMm JICTC3I Cb Ykpainu Bin
20.12.2000Ne 60.

HJI T3I 3.7-001-99MetoanyHi BKa3iBKU MO0 PO3POOKH TEXHIYHOTO 3aBIaHHS HAa CTBOPEHHS
KOMILJIEKCHOI CUCTEMH 3aXUCTY iH(opMallii B aBTOMAaTU30BaHii cucremi. 3aTBEpHKEHO HaKa30M

JCTC3I Cb Ykpainu Big 28.04.199Ne 22.

HJI T31 2.5-007-2001

HJI T3I 2.5-008-200Bumorwu 13 3axucty KoH}iACHIIIHHOT 1HGOpMAaIIii BiJ HECAHKIIIOHOBAHOTO
JOCTyMy Tia 4ac oOpoOJeHHS B aBTOMATH30BAaHMX CUCTeMax Kjacy 2. 3aTBEp/KEHO HaKa30M

JCTC3I Cb Ykpainum Big 13.12.2002Ne 84.

HJ T3I 2.5-010-200Bumoru g0 3axucty iHpopmanii WEB - cTopinku Bij HeCaHKIIIOHOBaHOTO
noctymy. 3arBepxeHo HakazoM JICTC3I Cb Ykpainu Big 02.04.2003\e 33.

TuMyacoBi pekoMeHmamii 3 TEXHIYHOTO 3axucTy iHQopMmamii y 3acob6ax oO0YHCITIOBAIBHOI
TEXHIKM, aBTOMAaTHM30BaHMX CHUCTEMax 1 Mepexax Bl BHTOKY KaHaJaMH MNOOIYHUX

CJIEKTPOMArHITHUX BHITPOMiHIOBaHb 1 HaBoOK. (TP EOT-95). 3atBepmkeni nakazom JICT3I Bix
09.06.1995\e 25.

CTP-3

CTP-2

CBTP-78

TumyacoBi pexkomeHAaIlli 3 TEXHIYHOTO 3aXHCTy 1H(opMallii BiJ BUTOKY KaHajJaMH MOOTYHHX
€JIEKTPOMArHiTHUX BUIpoMiHioBaHb 1 HaBogok. (TP T3I-TIEMBH-95). 3arBepmkeni HakazoMm
JHepxaBHOi ciy>xkOn YKpaiHu 3 MUTaHb TeXHIYHOTO 3axucTy iHpopMmaii Big 09.06.99Ne 25.
[onoxxeHHs PO Aep>KaBHY €KCHEPTH3Y B cepi TEXHIYHOrO 3aXUCTy iH(opMarllii. 3aTBepIKeHe
Haka3zoMm JICTC3I Cb VYkpaiaum Bim 29.12.1999Ne62 i 3apeectpoBane B MiHICTEPCTBI FOCTHUIII]
VYxpaiau 24.01.200Ga No40/4261.

[Tono>xeHHsI PO TO3BUIBHUIN TOPSIOK MPOBEACHHS POOIT 3 TEXHIYHOTO 3aXUCTy iHpopMaii 1Ist

BrnacHux moTpeO. 3arBepmkene HakazoM JICTC3I Cb Vkpainum Big 23.02.2002Ne 9 i
3apeectpoBane B MiHictepctsi roctuiiii Yikpainu 13.03.2002a Ne 245/6533.

3 BusHauyeHHsA

Y upomy HJI T31 momgano tepminu ta BuzHaueHHs 3riaHo 13 JJCTY 3396.2 JICTY 2226,H/] T3I
1.1-003.

[HIT1 TEpMiHK BXXUBAIOTHCS Y TAKOMY 3HAYCHHI !

iH(opMarliifHa cucTeMa — OpraHi3alifHO-TeXHIYHA CHUCTEMa, M0 PeaTi3ye TEXHOJIOTI0 00pOOKH
iH(popMallii 3a JOMOMOT 00 3aC001B 0OUUCITIOBATBHOT TEXHIKU Ta IPOTPAMHOTO0 3a0€3MeUeHHS,



TEJIEKOMYHIKaIlifHa CHCTeMa — OpraHi3alliiHO-TeXHIYHA CHCTeMa, IO peaji3ye€ TEXHOJOTI0
iHpopMmamiifHOro OoOMiHy 3a JOMOMOTOI0 TEXHIYHHMX 1 MPOrpaMHUX 3aco0iB IUIIXOM
nepeaBaHHs Ta TpUiiMaHHS 1HGOpMAIil y BUIJISAI CUTHANIB, 3HAKIB, 3BYKiB, 300paxeHb 4d
IHIIIAM YAHOM,

IHTETpOBaHAa CHUCTEMa - CYKYITHICTH JBOX a00 KUIbKOX B3a€MOTIOB’ sI3aHHMX 1H(POPMAIIMHUX Ta
(ab0) TenekoMyHIKaIIfHUX CUCTEM, B SIKid (PYHKIIOHYBaHHS OIHI€l (KITBKOX) 3 HHUX 3aJICKUTh
BiJ pe3ynbTariB (PyHKI[IOHYBaHHS iHINOI (IHIMX) TAKUM YHHOM, IO IO CYKYITHICTh Y TpoIeci
B3a€MO/IIT MOXHA PO3TIISAIATH SIK €IUHY CUCTEMY.

[Tig indopmariitHo-TenexkoMyHikamiiHoo cucrtemoro B oMy HJI T3I posymierbes Oyab-sika
CHCTEeMa, SKa BIAMOBIIa€ OTHOMY 3 TPhOX HaBEJICHHUX BHUIIIE BHJIiB aBTOMAaTH30BaHUX CHCTEM.

4 No3Ha4YeHHSs1 Ta CKOPOYEHHSA

VY npomy H/I BUKOprCTaHO TaKi MO3HAUYEHHS Ta CKOPOUCHHS:

AC - aBTOMaTH30BaHa CUCTEMA

I'OCT - perionanpuuii (MiXKAEpKaBHUIN) CTAaHIAPT

JACTY - nepxaBHuid cTaHAapT Y KpaiHu

JT3 - momoMi>kHi TeXHIYHI 3aC00HU

ECK/l —enuna cucreMa KOHCTPYKTOPCHKOI JJOKYMEHTAITi1

ECII/I - enunaa cuctema mporpaMHOi JOKyMEHTAITi

ITC - indopmariiiino-TeneKoMyHIKaI[liHa CUCTEMa

K33 - komruiekc 3aco01B 3aXUCTy BiJl HECAHKIIIOHOBAHOTO JTOCTYITY
KC - xomn’ roTepHa cucrema

KC3I - xommekcHa cucreMa 3axucty iHpopmarii

H/I - HOpMaTUBHMI TOKYMEHT

H/JI T3I - HopMaTUBHHI TOKYMEHT CHCTEMHU TEXHIYHOTO 3aXUCTy iH(popMaIrii
HJIP - HaykoBo-moCHifHa poboTa

HCJI - HecaHKIIIOHOBaHHI TOCTYII

OT3 - ocHOBHI TeXHIYHI 3aCO01

[TEMBH - no6iuyHi eneKTpoMarHiTHi BUIIPOMiHIOBAaHHS Ta HABEJCHHS

C3I - cnyx0a 3axucty iHpopmarii



T3 - TexHiyHe 3aBIaHHSA

T3I - TexHiuHM# 3aXUcT iHGOpMAIIiT
5 3aranbHi NONoXeHHA

5.1 et HJ T3I Bcranomwoe y pomoBHeHHs 10 ['OCT cepii 34  ‘“Undopmarmonnas
TexHoaorusa. Komriekc CTaHAAapTOB HAa ABTOMAaTU3HUPOBAHHBLIC CUCTEMEBI’ BHMOIH B ‘IaCTI/IHi
opranizariii po0ir i3 3axucty iHpopmaiii Ta nmopsiaky ctBoperns KC3I B ITC, a Takox po3BuBae
ocaoBHi monoxenas JCTY 3396.0, ACTY 3396.1,H/ T3I 1.1-002,immux HJI i3 3axucty
iHdopmarrii.

5.2 ITopsinok crBopenns KC3I B ITC € equauMm He3anexHo Big Toro, ctBoproerhess KC3I B ITC,
sgKa npoektyerbes, un B agitouid ITC, skmo BHHMKIA HEOOXiJHICTh 3a0€3MEYEHHS 3aXHUCTY
iHdopmartii abo monepHizarii Bxke ctBopenoi KC3I.

5.3 [ponec crBopennss KC3I nonsrae y 31iCHEHHI KOMIUIEKCY B3a€MOY3TO/DKEHUX 3aXO/liB,
CIIPSIMOBAaHUX Ha PO3POOJICHHS 1 BIPOBAHKCHHS 1HGOpPMAItHOT TEXHOJIOTi, sika 3abe3medye
00poOky irdopmariii B ITC 3rigHO 3 BHMOraMu, BCTAaHOBIEHUMH HOPMATHBHO-TIPABOBHUMU
aktamu Ta HJ y cdepi 3axucty iHpopmarrii.

5.4 Tlopsanok ctBoperHst KC3I B ITC posrasmaetsest uMm HJI sIk CyKyMHICTH BIOPSIAKOBAHUX Y
yaci, B3a€EMOIIOB’13aHUX, 00’ €IHAHUX B OKpeMi eTamu poOiT, BUKOHAHHS SKUX HEOOXiHE i
noctatHbe 11t KC3I, m1o cTBOpro€Thes.

[TocnimoBHICTh BUKOHAHHS Ta TUIIOBUHN 3MiCT poOIT KOXkHOTO 3 etamiB cTtBopeHHs KC3I noBuHHI
Y3roJDKYBaTUCS 3 BIJMOBIIHUMH CTaisIMH 1 eTanmamu poOit 31 cTtBopeHHs ITC, Bu3HaueHUMH
I'OCT 34.601,i Buknazaeni y po3aini 6 uporo HJI.

[MpumiTka:

ITig gac crBopennss KC3I B mporpamuo-kepoBanux ATC 3araqbHOro KOPHCTYBaHHS MOXHA
kepyBatucs, kpim mporo HJI T3I, monoxennsmu HJ[ T3I 2.7-001-99.

Eramu pobir, ski BukoHyroThcst mif vac crBopeHHs KC3I B konkperniit ITC, ix 3micT Ta
pe3yabTaTH, TEpMiHU BUKOHAHHS BU3Ha4datoThes T3 Ha ctBopeHHst KC3I Ha migcrasi mporo HJI.

J103BOJISIETBCS BHKJIIOUATH OKpeMi eramud podiT abo MOeIHYyBaTH JIEKIbKa €TalliB, a TaKOX
BKJIIOYAaTH HOBI eTamu poOiT. 3a HEOOXITHICTIO JO3BOJSETHCS 3MIHIOBATH MOCIIJIOBHICTH
BUKOHAHHS OKPEMHUX €TalliB - BUKOHYBATH OJIHOYACHO JIEKiJIbKa €TamiB poOIT, OKpeMmi eTamu
BUKOHYBATH JIO 3aBEPIICHHS MOMEPEIHIX 1 T.I., SIKIIO 1€ HE MPU3BOIUTH JO 3HIKEHHS SKOCTI
pOOIT 1 HE CYyNepeunTh UM 1X BUKOHAHHS.

[TpumiTka:

[Tig cnmoBaMu “He MPU3BOAUTH 10 3HIKEHHS SKOCTI POOIT 1 HE CYyNEpEeYuTh IIISIM X BUKOHAHHS
pO3yMI€ThCA, 1O 3MICT €TamiB mnependadac BHKOHAHHS BCIX OCHOBHUX pOOIT, BCTAaHOBJIECHUX
JACTY 3396.1 - BuszHaueHHs U omiHKa 3arpo3 Juig iHpopmanii, ¢(opMyBaHHS BHMOT,
po3pobnenns 1 peamizaiis npoekty KC3I, nposenenns BunpoOyBanb KC3I Ta BBeneHHs ii B
excruryaranito B cknazi [TC.



5.5 BukonanHusi okpeMux BUAiB poOiT mia yac ctBopeHHs: KC3I 3aiiicHIOETBCS Y BiJIMOBITHOCTI
1o BuMor MmixkBigomunx Ta Bimomumux HJ] T3I. Leit HJ] y po3aini 6 MicTUTh TOCUIAHHS TUTBKA
Ha HJI T3I mixkBimoM4oro piBHs.

SIkmio y ramysi BIpoBaJpKeHI B ycTaHoBiIeHOMY nopsaky i aitots HJL T3 Bimomuoro piBHs abo
ICHYIOTh BIJMOBIHI HOPMATHBHI JIOKYMEHTH, YMHHICTH SIKHX IOIIMPIOETHCS HA OpraHizalliio-
Brnacanka [TC ab6o camy ITC, To BOHM MaiOTh BHUINY CHJIY 1 B TepHly 4Yepry HeoOXigHO
KepyBaTHCSI HUMHU.

Skmo meBHU# BHA poOIT HE HOPMOBAHO HAIlIOHAJIHLHOIO HOPMATHBHOIO 0a3010 3 TEXHIYHOTO
3axucTty iH(opmamii OyIb-KOTO 3 HAaBEIEHUX pIBHIB, TO JOMYCKA€ThCS BUKOPHCTAHHS
PEeKOMEHIaIlii MDKHApPOJHUX CTaHIApTIiB B YaCTHHI, IO HE CYMNEPEeYuTh HOPMATUBHO —
IIPaBOBUM aKTaM Ta HOPMAaTUBHUM JOKYMEHTaM Y KpaiHH.

5.6 o ckimaxy KC3I Bxoaate 3axoam Ta 3aco0u, K1 peai3yloTh ClIOCOOM, METOM, MEXaHi3MU
3axucTy iHpopMarlii BiI:

- BUTOKY TEXHIYHUMHU KaHaJaMH, IO SIKAX BIJHOCATHCS KaHAIU MOOIYHUX EJIEKTPOMATrHITHHUX
BUIIPOMIHIOBaHb 1 HaBE/IEHb, aKYCTOCJIICKTPUYHI Ta 1HII KaHAIH;

- HECaHKI[IOHOBAaHUX [iid Ta HECAHKI[IOHOBAHOTO JOCTymy a0 iHdopmalli, o MOXYTh
3MIHCHIOBAaTHCA MLUIAXOM IMIJKIIOYEHHS J0 amapaTypd Ta JiHIM 3B’S3Ky, MacKyBaHHS Hif
3apEECTPOBAHOTO KOPHCTYBAda, TIIO/OJIAHHA 3aXOMiB 3aXUCTy 3 METOI0 BHKOPHUCTAHHSI
iHpopmanii abo HaB s3yBaHHs XHOHOI iH(opMarllii, 3acTOCyBaHHsS 3aKIaJHUX HPUCTPOIB YU
mporpam, BUKOPUCTaHHS KOMIT FOTEPHHX BIPYCIB Ta iH;

- CIEHIAJIbHOTO BIUIMBY Ha iHQOpMaIliio, KM MOXKE 3IHCHIOBATUCSA NUIIXOM (HOpMyBaHHS
IOJIB 1 CHUTHANIB 3 METOI0 MOpPYIICHHS ITicHOCTI iH(opmarii abo pyiHYBaHHS CUCTEMHU
3aXHCTY.

Jna xoxnoi koHkperHoi ITC cknax, crpykrypa Ta Bumorn 1o KC3I BusHauaroTbcs
BJIACTUBOCTSAMU OOpPOOTIOBaHOI 1H(OpMAIlii, KIaCOM aBTOMAaTH30BaHOI CHUCTEMH Ta yMOBaMH
excruryaranii ITC.

5.7 V Bumaakax, BHU3HAUYEHUX 3aKOHOJABCTBOM, pPOOOTH 3 TPOCKTYBAaHHS, PO3POOJICHHS,
BUTOTOBJICHHsI, BUTpoOyBaHHsA, ekcruryaramii ITC MawoTh BHKOHYBATHCh y KOMIUICKCI 13
3ax0JlaMH, 11010 3a0€3MeYCHHS PeKUMY CEKPETHOCTI, MPOTHIiT TEXHIYHUM PO3BIAKaAM, a TAKOXK 3
OpraHi3aIliiHUMH 3aX0JaMH IOJAO0 OXOPOHM iH(opmallii 3 0OMEKEHUM JOCTYIOM, SKa HE €
JEPIKAaBHOIO TAEMHUIIEIO.

5.8 CTBOpeHHS KOMITJIEKCIB TEXHIYHOTO 3aXHCTy iH(pOpMaLii BiJi BATOKY TEXHIYHUMHU KaHAIaMU
3niicHIOeThCs, KO B ITC 06pobnserbest iHGOpMaIisl, M0 CTAHOBHUTH JCPKABHY TAaEMHHUIIIO,
a00 KoJM HeOOX1IHICTh IFOTO BU3HAYEHO BIIACHUKOM iH(popMarlii.

Cropennst K33 3giiicHioetbest B ycix ITC, ne oOGpoGnsieThes iHbOpMaIiis, Mo € BIACHICTIO
JEp’KaBy, HAJCKUTh JI0 JEPXKABHOI YM 1HINOI TaeMHUII a00 A0 OKpeMHuX BHUAIB iH(opmaii,
HEOOXITHICTh 3aXMCTY SKOI BU3HAYEHO 3aKOHOJABCTBOM, a Takox B ITC, ne Taka HEoOX1THICTh
BU3HAYEHa BIACHUKOM iH(popMarlii.
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PimenHss momo HEOOXIAHOCTI BXKUTTSA 3aXOMIB 3aXHCTY BiJ CIHEMiaJIbHUX BIUIMBIB Ha
iH(pOpMaIlito MPUIMAETHCS BIACHUKOM 1H(opMaIii B KO)KHOMY BUIIAAKY OKPEMO.

5.9Po6otu 31 ctBopernst KC31 BUKOHYIOTBCS OpraHizariie€ro-BiaacHukoM (posmopsaaankom) ITC 3
JOTPUMAHHSAM BHMOT HOPMAaTHBHO-TIPAaBOBHX aKTiB MIOJ0 TPOBAKEHHS TOCIOAAPCHKOT
TIsITBHOCTI y cepi 3axucty iHdopmarrii.

[TpumiTka:

V¥ 3anexnocti Bix ckinaay KC3I moxe BUSBUTHCH, IO IS 11 CTBOPEHHS HEOOX1THO BUKOHYBATH
JIeKiIbKa PI3HUX BUAIB poOIT, SKI MUISATalOTh JILEH3YBAaHHIO B MEXaxX TOCIOAAPCHKOT
JISITBHOCTI 3 TEXHIYHOTO 3axucTy iHdopmari. ¥ npoMy Bumanky po3pooHuk KC3I moBuneH
MaTH TPaBO HA MPOBAKEHHS X0ua O OJHOTO 3 TakuX BUAIB poOiT. J[ns BUKOHAaHHS poOiT, Ha
npoBa/pKeHHS AKuX po3poOHuk KC3I He wmae mineHsii, 3amy4aroTbCsl CITIBBUKOHABIN, SIKI
BIJITOBIAH1 JTiIleH31] MAIOTh.

5.10 Jlns opranizamii podit 31 crBopeHHs KC3I B ITC cTBOproeThcsi ciayx0a 3aXHCTY
iH(popMarlii, TOPSIOK CTBOPEHHs, 3aBIaHHA, (YHKIII, CTPYKTypa Ta MOBHOBA)XXEHHS SKOi
Bu3HaueHo B HJI 1.4-001-2000.

C3I CTBOPIOETHCS TMICIs MPUAHATTS pillleHHs mpo HeoOXiaHicTh crBopenns KC3I (m. 6.1.1). 5k
BuHATOK C3l Moxe cTBoproBaTtucs Ha OUIBII Mi3HIX eTamax poOiT, aje He Mi3Hille eTamy
miarorosku KC3I mo BBemenus B aito (1. 6.5).

5.11 Becranosnenuit iuMm HJI mopsimox crBopenHst KC3I mommproeThes 1 Ha CKIIaIOBI YaCTHHU
(abo 1x cykynnicts) KC3I inTerpoBanux ITC.

[TpumiTka:

IaterpoBana ITC 3a cBOIM CKIaOoM Ta CTPYKTYpOrO, (YHKIIOHATBPHUMHU 3aBIaHHSIMH,
MOYJIMBUMH CYTTEBUMH BIMIHHOCTSIMHU CepeOBUI (DYHKIIIOHYBaHHS KOKHOI ckianoBoi ITC ta
1H. MOXe OYTH HEOJHOPIAHOIO cucTeMoro. JIJisi KOo)KHOT okpeMoi cuctemu y ckiaai takoi ITC
ICHYIOTh TIJIbKM 1i BJIAacTHBI KpUTHYHI iH(OpMAaIiiiHi pecypcH, mporpaMmHo-anapaTtHi 3acodu
00poOKM JaHUX, apxXiTEeKTypa OOYHCIIOBAIBLHOI CHUCTEMH, XapaKTEPUCTHKUA CEpPEAOBHINA
KOpUCTYBauiB Ta TexHOIorii oOpoOku iHdopmarllii, kaHanu oOMiHYy iHGoOpMali€lo, Mepemnik
KOHKPETHHX 3arpo3 TOmO. A, OTKE, 1 BUMOTH J0 MOJITHKHA Oe3neku iHdopmarllii, BUMOTH 10
(GyHKLIOHATBHOTO MPO(UII0 3aXUIIEHOCTI 1H(pOpMaLlii, BAMOTH 10 peaji3alii mociayr 6e3nexu
Tomo B pi3HUX ckiaaaoBux ITC Ha pi3HUX 00’ €KTax, ne OyayTh pO3ropTaTucs ii KOMIOHEHTH,
MaroTh OyTH Pi3HUMHU.

Y upomy Bunanky KC3I inrerpoBanoi ITC pekomeHnnmyerscsi OyayBaTH 3a MOIYJIbHHM
NPUHIUIIOM (KOJIM KOXKHA JOCTaTHHO He3alekHa ckiagoBa dactuHa ITC Mmae cBifi BlacHHU
monynb KC3I, a KC3I interpoBanoi ITC € cykymHicTIO BCiX MOJIYJIB, B3AaEMOMIS SIKUX
3a0€3Mevy€eThCs OKPEMOIO TIJCUCTEMOIO B3a€MO/IIi Ta OOMiHY iH(OpMAIIii, sIKa € €TUHOIO IS
Bciei KC3I ITC). Bubip 3axoaiB i MexaHi3MiB 3aXHCTy KOYKHOT'O MOMYJSA 3IiHCHIOETHCS
BianoBigHO A0 momituku Oesneku iHPopmanii B ITC 1 xonnenmii nodymosu KC3I ITC, yum
3a0€3Mevy€eThCS iX y3TOKEHHS MK COO0I0.

Takunii miaxix Mac Ha MeT1 3a0e3IIeYnTH:
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peanizaiiio BIAKPUTOI apXiTEKTypu Oe3IekH, 3MicT KoHIenIli skoi HamaHo B ISO 7498-2-89
Information proceeding systems. Open Systems loterection. Basic Reference Model. Part 2:
Security Architecture;

MOYJIMBICTh HE3AJIEKHOI PO3pOOKH, BIPOBAKEHHS, NMPOBEIECHHS BUIPOOYBaHb, EKCIUTyaTarii
OKpeMO K0kHO1 ckJ1aioBoi yactuau KC3I,

yHi(IKaIio 1 onTUMI3allis MarepiaabHux BHUTpaT Ha mnpoektyBanHs KC3I;, ms mpouemypa
3BOJIUTHCS J0 MMPOCKTYBAHHS MEBHOT KITBKOCTI TUIIOBUX KOMITOHEHTIB, KOKEH 3 SIKUX Ma€ TiTbKU
cBoi BaacHi AaHi (71st popMyBaHHs Oa3u JaHUX 3aXHCTY), a HE MEXaHI3MH 3aXHCTY;,

MOYKJIMBICTh OIIIHIOBaHHS KOXHOI CKi1anoBoi gactuHu KC3I okpemo (mast Oyab-sIKOTO BHIY
BUIPOOYBAHB).

PimeHHs mo70 MOIIBHOCTI 3aCTOCYBaHHS IIHOTO MOPSAKY OKpeMo sl KoxkHOo1 yacTuHu KC3I
npuitMaeTbes BacHUKoM (posnopsigaukom) ITC.

Sxmo inTerpoBana ITC mae Oaratb0oX BIACHHUKIB, MPAaBO KOXKHOTO 3 SKUX TOHIMPIOETHCS Ha
neBHy yacTuny ITC, Bmacauk ckinanoBoi yactunu ITC y nmutanusax ctBoperHs KC3I camocTiitHO
nie y BignosigHocTi 1o mporo HJI T3I.

5.12 Iopsnok po3poOiieHHs!, BOPOBaKeHHs, BUKopucTanHs y ckiani KC3I 3aco6iB i cucrem
KpunrorpadiqHoro 3axucty iHGOpMaIlii periaMeHTye€TbCsI HOPMATHBHO-TIPABOBUMHU aKTaMH 1
HJI 3 kpunrorpagiunoro 3axucry iHpopmariii i B IbOMY JTOKYMEHTI HE PO3IJISIA€THCS.

6 ETanu ctBopeHHss KC3I

6.1 ®opmyeaHHs 3a2anbHuUx eumoz 0o KC3l e ITC
6.1.1006rpynTyBanns HeoOxigHOCTI cTBopeHHs KC3I

6.1.1.1ITincTaBoto mist BU3Ha4YeHHS HeoOxiaHOCTI cTtBopeHHs KC3I € HopMu Ta BUMOTH YHHHOTO
3aKOHOJIABCTBA, SKi BCTAHOBIIOIOTH OOOB’SI3KOBICTh OOMEXKEHHS OCTYNy N0 TEBHUX BUIIB
iHpopmMmarii abo 3abe3nmedyeHHs T IUTICHOCTI YM JOCTYIMHOCTi, a00 TPHUHHATE BIACHUKOM
iH(dopMmalii pileHHs MOA0 I[FOTO, SIKIII0 HOPMAaTUBHO-TIPABOBI aKTH HAJAIOTh HOMY MPaBO MiATH
Ha BJIACHUH PO3CY.

6.1.1.2BuxigHi naHi s o0rpyHTyBaHHS HeoOXiqHOCTi ctBopeHHs KC3I y 3aransHOMy BUNIAIKY
OJICPXKYIOTBCS 32 PE3YJIbTaTaMHU:

- aHaJIi3y HOPMATHBHO-TIPABOBUX aKTIiB (Iep)KaBHUX, BIAOMYMX Ta TaKWX, IO JIIOTh B MEXax
YCTaHOBH, OpraHi3ailii, miANMPHEMCTBA), HA MIJACTaBl AKUX MOXE BCTAHOBIIOBATHCS OOMEKCHHS
JOCTYITy 10 TEBHUX BUIIB iHoOpMalii 4u 3a00poHa TAaKOro OOMEXEHHs, ad0 BU3HAYATHUCS
HEOOXIJHICTh 3a0e3MeueHHs 3aXUCTy 1H(pOopMaIlii 3riIHO 3 IHIIMMHU KPUTEPISIMHU,

- BU3HAYCHHSI HASBHOCTI y CKJIaai iHGopMaIlii, sska miaisrae aBToMaTU30BaHiii 00poOili, Takux il

BUJIIB, IO MOTPEOYIOTh OOMEXKEHHS JOCTyly 10 Hei abo 3abe3medeHHs MUIICHOCTI Y
JIOCTYITHOCTI BIATOBIHO 10 BUMOT HOPMAaTHBHO-TIPABOBUX AKTIB;

12



- OLIHKKA MOXJIMBUX Tepesar (GpiHaHCOBO-eKOHOMIYHHX, COMIadbHMX 1 T.I1.) ekcrutyarartii ITC y
pasi crBopenns KC3IL.

6.1.1.3Ha miacraBi mpOBEICHOTO aHaJi3y MPUHMAETLCS PIICHHS PO HEOOXITHICTh CTBOPEHHS
KC3L

6.1.2006crexenns cepenouil pyHkiionyBanus [TC

6.1.2.1I1ix yac BukoHaHHsa KX poOiT ITC po3risinaeTbes sIK opraHi3aliiHO-TEXHIYHA CUCTEMA,
AKa TIOEHYE OOYHMCIIOBAIbLHY CHUCTEMY, (DI3MYHE CEpPEIOBHINE, CEpPEIOBHUINE KOPHCTYBAdiB,
o0poOmoBany iHdopMamio 1 TexHONOTiI0 il 00poOku (manmi - cepemoBHIa (YHKIIOHYBAHHS
ITC).

6.1.2.2Meto10 00CTeKEHHS € MiAroTOBKA 3acaJHUuuX AaHuX A popmyBanHsa Bumor g0 KC3I
y BUITAI OMHCY KOXKHOTO cepenoBuia ¢yHkmioHyBanHa ITC Ta BUSBIEGHHS B HBOMY
€JIEMEHTIB, SIKi 0€3M0CepeIHbO Y OIOCEPEIKOBAHO MOXKYTh BIUIMBATH Ha Oe3meKy iHpopmarii,
BUSIBJICHHS B3a€EMHOTO BIUIMBY E€JIEMEHTIB PI3HHUX CEPEIOBHIN, JOKYMEHTYBaHHS pe3yJIbTaTiB
0OCTEKEHHSI JUI1 BUKOPUCTAHHS Ha HACTYIHHUX €Tarax pooiT.

[TpumiTka:

Cnin BpaxoByBaTH, IO cepefoBHUINA (DYHKIIIOHYBAaHHS € MHOXXHHAMH, IO MEPETHHAIOTHCS,
OKpeMi 1XHI €JIeMEHTH MOXXYTb BXOJIUTH OJHOYACHO IO Pi3HUX CEPEJOBUIN i MAaTH B HUX PI3HI
akocTi. Hanmpuknax, mnporpamHe 3a0e3medeHHS MOXKE PO3TISAATHCh  O0OYHCITIOBAIBHOIO
CHCTEMOIO K 00’ eKT-TIpolieC, a B iH(popMaIiiiHOMy cepefoBullll — sk nmacuBHuil 00’ ekt KC.

6.1.2.3 O0cTexxeHHsI BUKOHYEThCS, Ko po3poOieHa konuenuis ITC (ocHOBHI mpuHIMNU i
migxoau moOyaoBH), BU3HAYEHI OCHOBHI 3aBmaHHs 1 xapakrepuctuku ITC, (yHKIiOHAIBHUX

xomriuiekciB ITC Ta icHye BapianT(u) X peaizarii.

6.1.2.4 [Ipu oOctexxenni oOumcmoBanbHoi cuctemMu ITC moBuHHI OyTH mpoaHaizoBaHi i
OIHUCaHI:

- 3arajibHa CTPYKTYpHa cXeMa i ckiaj (mepemik i ckiaj oOiaJHaHHs, TeXHIYHUX 1 IPOTrpaMHHX
3aco0iB, iXHI 3B'SI3KM, OCOOJMBOCTI KOH(piryparii, apxiTeKTypu ¥ TOMOJIOTii, TporpamHi i
IporpaMHO-anaparHi 3aco0u 3axXucTty iHpopmallii, B3aEMHE PO3MIILEHHS 3aC00iB TOIIO);

- BUJIM 1 XapaKTepUCTUKH KaHANIB 3B'I3KY;

- 0COOJIMBOCTI B3a€MO/Iii OKpEMUX KOMITOHEHTIB, iX B3a€MHUI BIUTMB OJWMH Ha OJHOTO;

- MOJTMBI OOMEKEHHS 1110/I0 BUKOPUCTaHHS 3ac001B Ta iH.

Matoth OyTH BHSIBIEHI KOMIIOHEHTH OOYHCITIOBAIILHOI CUCTEMH, SIKI MICTATH 1 SIKI HE MICTATH
3ac00iB 1 MEXaHI3MIB 3aXUCTY iH(OpMalii, TOTEHIHHI MOXJIMBOCTI IUX 3aCO0IB 1 MEXaHI3MiB,

iXHI BJIACTUBOCTI 1 XapaKTEPUCTUKH, B TOMY YHCHI Ti, III0 BCTAHOBIIIOIOTHCS 32 YMOBUAHHSAM Ta
1H.
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MeToro Takoro asHamidy € HaJaHHS 3arajJbHOTO YSBJICHHS IIPO HAsSBHICTh TMOTEHIIMHUX
MOXJIMBOCTEH MIOAO 3a0e3MeueHHs 3axucTy iHgopmanii, BusBieHHS kommnoHeHTiB ITC, ski
BUMAraroTh IiIBUIICHUX BUMOT JO 3aXHCTy 1H(GOpMaIlii 1 BIpOBaHKEHHS JTOAATKOBUX 3aXOJIiB
3aXUCTY.

6.1.2.51Ipu obcTexxeHH 1HPOPMAIIITHOTO CEPEIOBUINA aHAII3Yy MiJIsIrae BCs iHGopMaIis, 0
00po0iseThest, a Takoxk 30epiraethest B ITC (mani i mporpamue 3abe3nedensst). [1ix yac anamizy
iHopmMmarlis moBuHHA OyTH Kiacu(ikoBaHa 3a PEKUMOM JOCTYIY, 3a IPABOBHM DPEKHUMOM,
BU3HaueHi i onucani Buan (B Tepminax 00’ ekriB KC) ii npexncrapnenns B ITC.

Jns xoxHOro BuAy iH(opmarii i Tumy o0’ €KTa, B SIKOMY BOHAa MICTUTBCS, CTaBISTBHCS Y
BIJMOBIAHICTG  BJACTUBOCTI  3axuimeHocTi iHpopmamii  (KOHGIAEHIIHHICT, ILTICHICTS,
noctynHicTh) un KC (COCTepexxHICTh), IKUM BOHU MIOBUHHI 3a/I0BOJIBHSTH.

Amnaiiz TexHojorii o0poOku iH(opMalii MOBUHEH BHUSIBHTH OCOOJMBOCTI 00Iry €IeKTPOHHHUX
JIOKYMEHTIB, MaloTh OyTH BHU3Ha4Y€HI 1 onucaHi iHQOpMaIliifHi TOTOKH 1 CEpeIOBUIIA, Yepe3 SIKi
BOHM TEPEAaloThCs, JKepena yTBOPEHHS MOTOKIB Ta Micus iX NpU3HAueHHS, MPUHLUIHN Ta
METOAM KepyBaHHsS 1H(QOpMAIIHHUMH TIOTOKAaMH, CKJIQJ€HI CTPYKTYpHI CXEMH IIOTOKIB.
@DiKkCyIOThCS BUIU HOCIIB iH(popMamii Ta MOpsIOK IX BUKOPHCTaHHS MiA Yac (yHKI[IOHYBaHHS
ITC.

JUIi KOXKHOTO CTPYKTYPHOTO €JIeMEHTa CXeMH iH(pOpMaliiHUX IMOTOKIB (IKCYIOTbCS CKIIAJ
iHpopmamiiHuX 00’ €KTiB, PEKUM TOCTYIYy J0 HUX, MOKIMBHI BIUIMB HAa HBHOTO (CIEMEHTY)
€JIEMEHTIB CEpPEOBHUIIA KOPUCTYBadiB, ()I3MYHOTO CEPEOBHILNA 3 TOYKHU 30py 30epeKeHHs
BJIaCTUBOCTEH 1H(OopMaIrii.

6.1.2.61Ipu obcTexkeHH] (I3MIHOTO CePeOBHINA 3AIMCHIOETCS aHalli3 B3aEMHOTO PO3MIIIEHHS
3ac00iB 00poOku iH(popmartii ITC Ha 00’ ekTax iH(pOpMaIifHOT NiIATBHOCTI, KOMYHIKaIlii, CUCTEM
JKUTTE3a0€3TMEUCHHS 1 3B’ A3KY, a TAKOXK PEKUM (QYHKIIIOHYBAHHSI IIUX 00’ €KTIB.

[Topsimok mpoBeneHHs oocTexxeHHs moBuHeH BianorigaTu JJCTY 3396.1.

AmHanizy miuIsraloTh Taki XapakTepUCTHKH (Pi3UIHOTO CEpeOBUIIIA:

- TepuTOpialibHe po3MitieHHs KomoHeHTiB ITC (reHepanbHUH I1aH, CUTYaLiMHUHA TUIaH);

- HasIBHICTh OXOPOHHU TEPUTOPIi Ta MEPEyCKHUI PEKUM;

- HasIBHICTh KaTErOpiiOBaHUX MPUMIIIICHB, B SIKUX MalOTh po3MintyBaTucs kommnonentu [TC;

- PeXUM JOCTYNY 10 KOMITOHEHTIB (pizuunoro cepenosuma ITC;

- BIUTMB YMHHHKIB HABKOJIMIITHHOTO CEPEIOBUIIA, 3aXHIINECHICTh BiJ] 3aC001B TEXHIYHOI PO3BIJIKH;

- HasBHICTh €JIEMEHTIB KOMYHIKAIIill, CHCTEM JKUTTe€3a0e3MeueHHs 1 3B’ 3Ky, 1110 MAlOTh BUXIJ 32
MEX1 KOHTPOJIbOBAHOI 30HU;

- HasIBHICTb Ta TEXHIYHI XapaKTEPUCTUKHN CUCTEM 3a3EMJICHHSI,

- YMOBH 30epiraHHsi MarHiTHUX, ONITUKO-MarHiTHUX, MAarepoBUX Ta 1HIIMX HOCIiB iH(pOpMAIIiT;
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- HasABHICTh MPOEKTHOI Ta EKCIUTyaTamiiiHOl JOKyMEHTAaIlli Ha KOMIIOHEHTH (i3MUHOTO
CepeIoBUILA.

6.1.2.7TTpu oOCcTeKEHH] CEPEIOBUIIA KOPUCTYBATIB 3/IIMCHIOETHCS aHaAI3!

- (YHKIIOHAJTBLHOTO Ta KUTBKICHOTO CKJIaJy KOPUCTYBaYiB, iXHIX (DYHKIIIOHAILHUX 00OB’ S3KIB Ta
piBHA KBamidikarii;

- TOBHOB@)XEHb KOPHUCTYBadiB MIOAO JOMYCKY 10 BimoMmoctell, siki obpobmsiorses B ITC,
noctymy a0 ITC Ta ii okpeMUx KOMITOHEHTIB;

- TOBHOBA)XEHb KOPUCTYBauiB 1070 ynpasninasa KC3I,

- pIBHS MOXJIMBOCTEH pI3HMX Kareropiii KOpPHCTyBadiB, HIO HATalOThCs (MOXYTh OyTH
JOCTYIHUMH) M 3acobamu ITC.

- gagsHocTl C3I B ITC.

6.1.2.8Pe3ynbpratu obcrexxenns cepenosuul ¢pynkuionyBanus ITC odopmitoroTses y BUTIISIL
aKTy 1 BKIIIOYAIOTHCS, Y pa3i HEOOX1AHOCTI, 10 BIAMOBITHUX PO3/LIIB IJIaHy 3aXUCTy iHMOpMaItii
B ITC (mani - [Tnan 3axucry), sikuii po3podsietses 3rigno 3 HJ] T31 1.4-001.

6.1.2.9 3a pesynbraTamu oOcTexeHHs cepenoBull (yHkmionyBanHs ITC 3aTBepmKyeThCs
nepenik 00’ €KTiB 3axucTy (3 ypaxyBanusam pekomenaamiin HJT T3 1.4-001,H/1 T3I 2.5-007 H/
T3I 2.5-008,H/1 T3I 2.5-010m010 kinacudikariiii 00’ €KTiB), a TAKOX BH3HAYAIOTHCS MOTCHIIIMHI
3arpo3u i iHpopMalii 1 po3poOsSIOTECS MOJIETh 3arpo3 Ta MOJENb mopymHuka. [loOymoBa
MojIeliel 3MIMCHIOEThCS BiamoBiaHo 1o mojoxxenb HJ[ T31 1.1-002,HJ1 T3I 1.4-001rta HJ] T3I
1.6-003.Mogens 3arpo3 s iHGopMallii Ta MOJEIIb TOPYIITHHKA PEKOMEHIYETHCS 0DOPMIIITH Y
BUTJISIII OKPEMHUX JTOKYMEHTIB (200 IMo€IHaHUX B OJMH J0KyMeHT) [Tnany 3axucry.

6.1.3®opmyBanns 3aBaanHs Ha cTBopeHHs KC31
Ha nipomy erari:

- BHW3HaualoThCs 3aBmaHHsa 3axucty iHpopmamii B ITC, mera crtBopenns KC3I, BapianT
BupimeHHs 3ama4y 3axucry (Biamosimuo a0 JACTY 3396.1),0cHOBHI HampsMu 3a0e3MEeUYCHHS
3axucTy (BiAmoBigHO 110 1. 5.8);

- 3MIMCHIOETHCS aHAI3 PU3UKIB (BUBYCHHS MOJE 3arpo3 1 MOJEN MOPYIIHHKA, MOKIMBHX
HACJIAKIB BiJ peamizaiii MOTCHIIHHUX 3arpo3, BEJIUYMHU MOXIIMBUX 30UTKIB Ta 1H.) 1
BU3HAYAETHCS MEPETTIK CYTTEBHUX 3arpo3;

- BU3HAYAIOTHCS 3arajibHa CTpyKTypa Ta ckiaaa KC3I, Bumoru 10 MOKIMBUX 3aXO/iB, METOIB Ta
3aco0iB 3axucTy iH(oOpMaIlii, JOMYCTHUMI OOMEKEHHS I0J0 3aCTOCYBaHHS TEBHUX 3aXO[iB 1
3aco0iB 3aXHCTy (HampHKiaa, OOMEKEHHS 00 BUKOPUCTAHHS 3aC00IB aKTUBHOTO 3aXHCTY BiJ|
BUTOKY iH(popmairii kaHamamu [ITEMBH 3a paxyHok Bukopuctanss 3aco0iB EOT B 3axumieHomy
BUKOHAHHI TOII0), iHIIII 00MEXeHHS 111010 cepenoBuin pyukiionyBants [TC, oOMexeHHs 11010
Bukopuctanns pecypciB ITC mist peamizanii 3ama4y 3aXucTy, NPUITYCTUMI BUTPATH HA CTBOPEHHS
KC3I, ymoBu cTBOpeHH:, BBeAeHHs B nito i ¢yHkmionyBanHs KC3I (oxpemux 1i mimcucrem,
KOMITOHCHTIB), 3arajbHi BUMOTH JI0 CITiBBiJHOIIECHHS Ta MK 3actocyBanHs B ITC (okpemux ii
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miacucreMax, KOMITOHCHTAX ) oprasizariiiHux, 1H)KEHEePHO-TEXHIYHUX, TEXHIYHUX,
KpUnTorpadgiuHux Ta IHIIMX 3aXO0JIB 3aXHCTy iH(popMarlii, mo BBiiayTh 10 ckiaxy KC3I.

3niicHIOEThCS 0(OPMIICHHS 3BITY PO BUKOHAHHA poOIT i€l cranii Ta ohopMIICHHS 3asiBKH Ha
po3pooky KC3I (rakThko-TexHi4yHOTO 3aBaaHHs Ha ctBopeHHs KC3I abo iHIIOTO JOKYMEHTY
aHAJIOTIYHOTO 3MICTY, 110 HOTr0 3aMiHIOE).

6.2 Po3pobka nonimuku 6e3neku iHghopmauii e ITC
6.2.1BuBuenHHs 00’ €kTa, Ha sKOMY cTBOproeThest KC3I, mpoBeneHHs HayKOBO-A0CIITHAX POOIT

Ha upomy erami po3pooHuk KC3I mpoBoauTh peranpbHe BUBYEHHS OO0 €KTa, Ha SKOMY
ctBoproeThess KC3I, yTouHroe Mozeni 3arpo3, MOTSHIIHHOTO MOPYITHUKA Ta PE3YIbTaTH aHaJi3y
MOYJIMBOCTI KEpyBaHHS pU3UMKaMH, sIKI BUKOHAHI Ha IOMEpE/HIX eTanax, a TaKoK BUKOHYE Y
pa3i HEOOXIMHOCTI JOJATKOBI HAyKOBO-IOCHIMAHI POOOTH, IIOB’s3aHI 3 TMONIYKOM IUISXIB
peamizanii 3aBmanHa Ha crtBopeHHs KC3I, odopmioe 1 3atBepmxkye 3Bitu 3 HJIP, mo
BUKOHYBAJIUCSI.

6.2.2Bubip Bapianty KC3I

VY 3araqpHOMY BHITAJKy 32 Pe3y/IbTaTaMH POOIT MOMEPEIHHOTO ETAIy TOTYIOTHCS AIbTEpPHATHBHI
BapianTu koHueniii creopeHHs KC3I 1 mumaniB ix peamizariii, 3[1iiCHIOETbCS OIlIHKA MepeBar i
HEJIOJIIKIB KOKHOTO BapiaHTy, BHOIp HaWOuIeII oNTHMaJbHOrO BapiaHTy. KoHmeniis
0(OpMITIOETBCS Yy BUTTISIAL 3BITY.

6.2.30¢opMieHHs MOTITHKHA OE3MMeKH
6.2.3.1Ha ipomy erarti 311CHIOEThCS

- BUOIp OCHOBHHX DIIlICHb 3 MPOTHIII BCIM CYTTEBUM 3arpo3am, (popMyBaHHS 3arajJbHUX BHUMOT,
npaBWJl, OOMEKEHb, PEKOMEHIAI 1 T.M., SKi PEraMeHTYIOTh BUKOPHCTAHHS 3aXHIIEHUX
TexHoJyioriii 00poOku iHpopmariii B ITC, okpemux 3axoiiB 1 3aco0iB 3axucTy iH(OpMAIIii,
JISUTbHICTh KOPHCTYBAUiB BCIX KaTEropii;

- TOKyMeHTajabHe OPOPMIICHHS MOTITHKH Oe3meKu iH(opmartii.

6.2.3.2[Tonituka 6e3nexku Moxke pospodsaruchk misa ITC B misiomy abo, SIKIO MaloTh Micle
ocobmmBoCTI (pyHKIIOHYBaHHS OKpemux kKomrmoHeHTiB KC3I, mis okpemoi KOMIIOHEHTH, IJist
OoKpeMoi QyHKITIOHATIBHOT 3aJ1a4i, JIJI1 OKPEMOi TEXHOJIOT1i 00poOKu iH(DOopMaIrii ToIro.

6.2.3.3 Ilomituka Oe3meku po3pobiserses 3rimHo 3 monoxeHHsmu HJ[ T3I 1.1-002 Ta
pexomenganismu HJ T3I 1.4-001.ITonituky Ge3neku peKOMEHAYEThCS OPOPMIISTH Y BUTIISAL
OKpeMoro JokyMeHTy [Inany 3axucry.

[MpumiTka:
1. ITonosxeHHs MONITUKH OE3MEeKH, sIKi TIOB’ sI3aH1 3 PIIICHHSIMH, 1[0 MPUAMAIOTHCS HA HACTYITHUX
eramax poOiT  (CTOCOBHO  MPOEKTHUX  pillleHb, oOpradizamii  poOiT, BCTAHOBJCHHS

BIJITIOBITAILHOCTI, TOPSIKY BIpoBapkeHHs 1 ekcruryartarii KC3I Ta iH.), BHOCSATBCS [0
JIOKYMEHTY IICIIS MPUAHATTS [IUX PIiIlICHb Ha BIJMOBIHUX €Tarax.
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2. Sk BUHATOK BUKOHAHHs PoOIT, mepeabauenux mm. 6.2, 6.1.3, 6.1.2.9yoxe BKItOYATHUCS 10
BUMOT TE€XHIYHOTO 3aBAaHHs Ha cTBopeHHa KC3I, a cami poOOTH BUKOHYBATUCH BiAMOBIIHO 10
eTaliB, BU3Ha4YeHux B 13.

6.3 Po3pobka mexHi4yHO20 3ae0aHHs1 Ha cmeopeHHs1 KC3I

6.3.1T3 na crBopennss KC3I B ITC € 3acagauM opraHizamniifHO-TEXHIYHUM JOKYMEHTOM, SIKUI
BHU3HA4Yae BUMOTHW 13 3axucty oOpobmoBanoi B ITC indopmarii, mopsimok crBopenHs KC3lI,
HOPSI0K TpoBeieHHs Bcix BuAiB BunpoOyBanb KC3I Ta BBeneHHs ii B eKcIuTyartalliio B CKIaji
ITC.

6.3.2T3 na crBopennst KC3I po3pobinseTbest Ha BiAMOBiAHIN cTaaii poOit 31 crBopenHs ITC 3
ypaxyBaHHSIM KOMIUIEKCHOTO miaxony no moOymoBu KC3I, sxuit mependauae o0'emHaHHS B
€IMHY CUCTEMY yCiX HEOOXIITHUX 3aXO0JiB 1 3aCO0IB 3aXMCTy BiJl PI3HOMaHITHUX 3arpo3 Oe3rerri
iHpopMarii Ha Bcix eranax xurreBoro rukty ITC.

T3 na crBopennss KC31 moxe po3pobssitucs s Bnepiie crBoproBanux ITC, a Takox mig dac
mojepHizanii Bxe icHyrounx ITC.

6.3.3 s opopmiennsa T3 na KC3I MoxxyTh OyTH BUKOPUCTAHI TaKi BapiaHTH:
- y BUIIsAa1 okpemoro po3ainy T3 na crBopenns [TC;

- y BUIIIAA1 oKpemoro (dactkoBoro) T3;

- y Bursiai jonoBHeHHs 10 T3 Ha ctBopennst [TC.

OO6MexeHb 1010 BUOOPY BapiaHTy HE BCTAHOBIIFOETHCS.

6.3.41lepuuii BapiaHT peKOMEHAYETHCS 3aCTOCOBYBaTH i Briepiue crBoproBanux [TC. [Apyruit
ab0 TpeTiil BapiaHTH PEKOMEHIYETHCS 3acTOCOBYBaTH y Bumaaky wMozepHizamii KC3I,
monepHizanii girounx [TC, a Takox mns ITC, siki Bxke MaroTh 3aTBepakeHe T3 Ha CTBOPEHHS, B
SIKOMY HE MICTUTBCSI OKPEMOTO PO3/ILTY 13 3aXUCTy 1H(pOpMAIIii.

6.3.5 /s inrerpoBanux ITC, siki OyayroThes 3a MOAYJAbHUM mpuHImIoM (m.5.11), Bumoru a0
KC3I koxnoi i3 cknagoBux yactuH ITC pekomeHayeThCss OOPMIISATH OKPEMHUM JOKYMEHTOM.
J103BOJISIETHCS TOTYBATH OAMH JOKYMEHT (momoBHeHHs 10 T3 Ha crBopenns ITC, okpeme T3) Ha
JEKiTbKa OMHOTHITHHUX CcKIanoBux yacTuH KC3I, BkazaBmu icHyr0Ul MiK HUMH BIAMIHHOCTI 41
0COOJIMBOCTI.

[TpumiTka:

SAx omHOTHMNHI CcKiamoBi vactmHH MOXYyTh posrisgarucs KC3I ITC, ski 3a0e3medyroTh
GyHKIIIOHYBaHHS BY3J1iB KOMYyTallii oaHiel i Tiel sk mepexi nepenadi nanux, KC3I mokambHHX
O00YMCITIOBAILHUX MEPEeX 3 OJHAKOBUMHU (YHKIIIOHATHLHUMH 3amadamu iHTerpoBanoi ITC i T.1m.,
SKIIO YMOBH 1X ()YHKITIOHYBAaHHS HE MalOTh CyTTEBHX BIAMIHHOCTEH.

[Tpu upomy 10 T3 BKIFOYAIOTHCS BUMOTH, SIKI € 3arajlbHUMH Uil okpemux ckianoBux ITC ta

mist ITC B miniomy, a Tako BUMOTH 10 3a0e3medeHHs Oe3MeYHOi B3aEMOJIl IUX CKIIAJOBUX
YaCTHH.
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6.3.6 €quaUM 0OMEkeHHSIM TIpH po3pood1li okpemoro T3 Ha crBopenHs KC3I abo momoBHeHHs
no T3 wna crBopennss ITC € poTpumMaHHd B HHMX €JUHOI CHCTEMH IOHSThH, MO3HAYEHD,
imenTrdikaiii 00’ €KTiB TOIIO, 5Ki 3acTOCOBYIOThCS B T3 Ha ctBopenHs [TC.

6.3.7 JIna Oynb-KOro 3 HaBeACHUX BapiaHTiB po3poOienHs Ta opopmieHHs T3 nma KC3I iforo
3MICT, TIOPSIIOK TIOTOKEHHS Ta 3aTBeppkeHHs noBuHeH Bianmosigatu HJ[ T31 3.7-001ta TOCT
34.602.

6.4 Po3pobka npoekmy KC3I
6.4.11lopsinok po3pooku mpoekty KC3I

6.4.1.11Ipoext KC3I po3pobisieTbest Ha mijacTaBi Ta y BignoBigHocTi 10 T3 Ha ctBopeHHs ITC
(monoBHEeHHs 10 HBOTO, OkpeMoro T3 Ha ctBopenHs: KC3I).

6.4.1.2[1ix gac po3po6ku npoekty KC3I oOrpyHTOBYIOTBCS 1 MIPUMMAIOTHCS IPOSKTHI PillICHHH,
K1 JAal0Th 3MOTY peamizyBatd BUMOTH T3, 3a0€3MeUYWTH CYMICHICTH 1 B3a€EMOJII0 PI3HUX
komnoHeHTiB KC3I, a Takox pi3HUX 3aX0[iB 1 cr1oco0iB 3aXUCTy iHPOpMALii.

6.4.1.3 IIpoekt KC3I BukoHyeThcsi Ha Takux cTanuisix crBopeHHs ITC: ecki3HUM NpOEKT,
TEXHIYHUHN TTPOEKT, pOOOUMIT TPOCKT.

[MpumiTka:

Jo3Bonstersest Buimydatu etan “EckizHuii mpoekt KC3I°, a Takok mOe€gHYBaTH eTamu
“Texnaiyauit nmpoekt KC3I” 1 “Pobounii mpoekt KC3I” B ogun etan “TexHopoOoumii mpoeKT
KC3r".

6.4.1.4 ]Ina Bcix cranaiii po3pobku npoekty KC3I ckman moxkymenTamii BusHauyaetrbess T3 Ha
KC3I, Bumu Ta 3mict - TOCT 34.201,HJT T3I 2.5-004.loxymeHTalliss Ha MpOrpaMHi 3aco0u
BUKOHYETbCSA 3TigHO 3 KomruiekcoM crannpaprtie €CIIJl, Ha TexHiuHi 3acobu — 3TrigHO 3
koMrIuiekcoM crannaptie €CKJI.

6.4.2Ecki3uuit npoekt KC3I

6.4.2.1Ha npomy erami 37iiiCHIOETHCS po3poOKa monepenHix npoektHux pimenb KC3I ta, y pasi
HEOOXI1THOCTI, 11 OKpeMHUX CKJIaJIOBUX YaCTHH, a TAKOXX pO3p00OJIeHHs, 0pOpPMIICHHS, Y3TO/KEHHS
ta 3arBepkeHHA aokyMmeHTauii Ha KC3I. 3micT Ta cTHIb JOKyMEHTalii MOBUHHI OyTH
JIOCTaTHIMU JJIsI IOBHOT'O OMUCY NMPOEKTHUX PIIICHB PIBHS €CKI3HOTO MIPOCKTY.

CKJIaJI KOMIUIEKCIB TEXHIYHOTO 3axXucTy iH(OopMmallii Bil BATOKY TEXHIYHMMH KaHaJlaMH Ta BiJl
CeliaIbHUX BIUIMBIB, CKJIAJl 3axXxOJiB MPOTHUIIl TEXHIYHUM pO3BiJIKaM, OpraHizamiiiHux,
NpaBOBUX Ta IHIIMX 3axoliB 3axucty, ckiang K33; ysarampHena ctpykrypa KC3I Ta cxema
B3a€MOJI1 CKJIaJIOBUX YaCTHH.

6.4.2.3 [IponoHyI0TbCA TONEpEIHI TEXHIYHI pIIEHHS, 33 JOMOMOIOI0 SKHX IependavaeThes
peamizais 3aBnanb 1 pynkmin KC3I.

6.4.3Texuiunuit npoexkt KC3I
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6.4.3.1Po3pobka npoektHuX pimeHs KC3I

BukonyeTbcst po3poOka: 3arajJbHUX HMPOEKTHHUX pillleHb, HEOOXiMHUX Ui pearnizauii Bumor T3
na KC3I; pimens moao crpykrypu KC3I (opranizamiiHol CTpyKTypH, CTPYKTYPH TEXHIYHHX i
IPOrpaMHHX 3aC00iB), aITOPUTMIB (PYHKIIIOHYBaHHS Ta YMOB BHKOPHCTAaHHS 3aCO0IB 3aXHUCTY;
pimenp moao apxitektypu K33 Ta mexani3miB peaiizailii, BU3HAUYCHUX (DYHKI[IOHATHBHUM
npodisiem mocayr 6e3mexku iHpopMmariii.

3MilCHIOIOTHCS OpraHi3aliifHO-TeXHIYHI 3aXO0/U IOA0 3a0e3MeUYCHHS MOCIiJOBHOCTI pO3pOOKU
K33, apxitekTypu, cepemoBuia po3poOKH, BUIIPOOYBaHb, cepeaoBHUIa (DYHKIIIOHYBaHHS Ta
eKcrutyaraniiiHoi poxkyMmenTanii K33 y BiAmoBigHOCTI 10 3alaHUX piBHEM TapaHTii peaizamii
nociyr 6e3neku 3rigHo 13 cnemmdikamismu HI T3I 2.5-004,H/T T31 2.5-007,H/] T3I 2.5-008,
HJ T3I 2.5-010.

6.4.3.2Po3pobka nokymenTartii Ha KC3I

BukoHyeTbcst po3poOieHHs, OGOpPMIICHHS, Y3TO/DKEHHS Ta 3aTBEP/DKCHHS JIOKYMCEHTAIlil B
o0cs3i, nependaueHomy T3 na KC3I. 3mict Ta cTuinb JOKyMEHTallii HOBUHHI OyTH JOCTaTHIMU
JUTSI TIOBHOTO OIMHUCY MIPOCKTHUX PIIIEHBb PIBHS TEXHIYHOTO MPOEKTY.

6.4.3.3Po3pobka JOKyMeHTAIlil Ha IocTayaHHs 3ac00iB 3axXUCTy iH(popMalii Ta/abo TeXHIYHHX
BUMOT (TEXHIYHUX 3aBJaHb) Ha iX PO3POOKY.

l'oTyeTbes Ta oopMIIIETHCS JOKYMEHTAIlsl Ha TIOCTavyaHHs 3aC001B 3axucTy ab0 MPOIYyKIIii, 110
MICTUTB iX y cBoeMy ckiafi, mist komrmuiektarii KC3I. fkmo rHeoOxigHoi mpoaykilii Hemae Ha
PHUHKY 3ac00iB 3aXHCTy, TO BU3HAYAIOThCS TEXHIYHI BUMOTH (CKJIQJAIOThCS TEXHIUHI 3aBJIaHHS)
Ha PO3pOOJICHHS BIAMOBITHUX 3aCO0IB.

6.4.3.4Po3po0ka 3aB1aHb Ha MPOEKTYBAHHS B CYMIKHHUX YaCTHHAX

3niiCHIOETBCS  pO3poONeHHs, O(OpMIICHHS 1 3aTBEpIPKEHHS 3aB/JaHb HAa MPOCKTYBaHHS 3
CyMIKHUX THTaHb, sKI TOB si3aHi 31 crtBopeHHsM KC3I abo BmiauBaioTh Ha yMOBH i
¢dynkionyBanus (OyIiBenbHI, EIEKTPOTEXHIYHI, CaHITApPHO-TEXHIYHI Ta IHII MiATOTOBYI
poGoTn).

6.4.4Po6ounii mpoext KC3I

6.4.4.1Ha upomy erami 3/iiiCHIOETECS pO3p0O0JICHHS, 0(OPMIICHHS Ta 3aTBEPXKEHHs poOoyoi Ta
ekcruryataniinoi qokymenTanii KC3I ta, y pa3i HeoOXiqHOCTI, il OKpEMHUX CKIaJOBHX YACTHH.

Po6oua goxymeHTarlisi MiCTUTh JIeTalbHI PIICHHS mOA0 peam3aiii TexHigHoro npoekty KC3I,
mono 3abesneuenHs ynpaBiaiHHS KC3I 1 B3aeMomii 11 KOMIIOHEHTIB, a TaKOX JOKYMEHTAIIiIO,
HEOOXITHY JUIsI TECTyBaHHs, TMPOBEJACHHS ITYCKOHAJIArO/DKYBAaIbHUX POOIT, TMPOBEACHHS
BunpooyBanp KC3IL.

6.4.4.2 IlpoBoauthes po3poOka 3acobiB 3axucTy iH(opmarii, nepeabauenux 1m.6.4.3.3, abo

afganTaiis rotoBoi mpoaykilii g0 ymoB ¢yHkumionyBanHs KC3I. Po3poOka 3aco0iB 3axucty
iHdopmanii Big HC/] 3aiticaroerses 3rigao 3 HJI T3I 3.6-001.
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6.4.4.3]1o ckmamy po6o4oi qOKyMeHTAIlli Ha KOMIUIEKCH TEXHIYHOTO 3aXUCTy iH(opmarlii Bix
BUTOKY TEXHIYHMMH KaHajlaMH MOBUHHI BXoauTH cxemu posmimeHHs OT3 ITC, xabenbHOrO
o0JlaTHaHHS, MEPEX JKUBJICHHS Ta CHCTEM 3a3€MJICHHS, SKI BUKOHYIOTHCS y BIJIIMOBIIHOCTI J0
BuMor HopMmatuBHUX JokyMmeHTiB TP EOT — 95, TP T3I-IIEMBH-95, CTP-2, CTP-3, CBTP-78.
[Ipu oMy BpaxoOBYIOTHCS YMOBH iX PO3MIIICHHS 1 MiHIMQJIBHO JOMYCTHUMI BiJICTaHI MK ITUMH
3acobamu Ta JIT3 (3acoOm 3B'SI3Ky, CHUCTEeMH Ta 3aco0M KOHIUIIFOBaHHS, CHUTHAJI3allil,
CJIEKTPOOCBITICHHS, PaAiOMOBICHHS, YacodikaIlii TOIIO0), 0 3HAXOAATHCS y MPHUMIMICHHI, e
posramoBane oonaaHanHs ITC, Ta y cyMKHUX MPUMILICHHAX. 3a3HaueHi YMOBH PO3MIILIICHHS Ta
MIHIMQJIBHO JOIYCTUMI BiJICTaHI OEpyThCs 3 €KCIUTyaTallifHOl JOKYMEHTaIlli, Ika CympOBOKYE
ceprudikonani OT3.

VY pasi BigcyrHocti mns OT3, mo BuxopucroBytotbess B ckmani KC3I, ceprudikaris
BIJIIOBITHOCTI BUMOTAM 3 TEXHIYHOTO 3aXUCTY iHpopMaIlii, MiHIMAJILHO JTOMYCTUMI BiJCTaHi Ta
1HIIIl YMOBH PO3MIIIEHHS IIUX 3aC001B MalOTh OyTH BH3HAYEHI 3a pe3yabTaTaMH iX CICIiaIbHIX
JOCITIJKEHb Ha eTalli MPOBEJCHHS MyCKOHAIArOKyBaJIbHUX POOIT.

6.4.4.4]1o cxiany po6ouoi qokymeHnTanii Ha K33 moBHHHI BXOIUTH OMUCH TPOIEAYp 1HCTATSIIIT
Ta 1HiIiamizamii KOMIUIEKCY, HAaJIarOJDKEHHS BCIX MEXaHI3MIB PO3MEXYBaHHS JIOCTYITY
KOpHUCTYBauiB 10 iHpopmaii Ta anapatHux pecypciB ITC, KOHTpomIO 3a qisIMH KOPUCTYBAUiB,
dbopmyBaHHS Ta akTyamizamii 0a3 JaHWX 3aXUCTY, a TAKOX KOHTPOJIIO IUIICHOCTI MPOTPaMHOTO
3a0e3meueHHs Ta 0a3 JaHUX 3aXHCTY.

JlokymeHTaliss poOo4Yoro MpPOEKTY MOBHMHHA MICTUTH BHXIJIHI JaHl JUis BHECEHHS ixX no0 0a3
JIAHUX 3aXHUCTY.

6.4.4.5 ExcrutyaraniiiHa JOKyMeHTallisl BKIO4Yae omuc mopsaky ¢yskmionyBanHs KC3I Ta
HacTaHOBHM (IHCTPYKIIiT) 11010 3a0€3MEeUYCHHS [BOTO MOPSAKY OOCIYrOBYIOUHM IIEPCOHAIOM 1
KOopHCcTyBauaMH, nopsaaxky cynpoBoaxkeHHss KC3I Bnpogosixk xurresoro mukiy ITC.

6.5 BeedeHHs1 KC3I e dito ma ouiHka 3axuuw,eHocmi iHghopmauii e ITC

[Ipo mpoBenenns podit, mepeadadennx m.n.6.5.3 — 6.5.8poro eramy, poOUTHCS BiAMOBITHUN
3amuc y nmacnopTi (hopmyssipi) ITC.

6.5.11TiaroroBka KC3I no BBeneHHS B Jit0
6.5.1.1 TlpoBousatbcss poOOTHM 3 TIATOTOBKH OpTaHi3allifHOI CTPYKTYpH Ta pPO3POOKHU
PO3MOPSAAUINX JOKYMEHTIB, IO PETIAMEHTYIOTh TisIbHICTD 13 3a0€3MeueHHs 3aXUCTy 1HpopMartii

B ITC.

6.5.1.2 3niiicaoeTbest cTBopeHHst C31  (mpu3HadaroThes BiMOBiaNbHI 0COOM 32 3aXHUCT
inopmartii), SIKIIO IOr0 He OYII0 3p00JICHO Ha MOMEPEIHIX eTamnax.

6.5.1.3B ocHOBHOMY Mae OyTH 3aBepllieHa po3po0Ka i 3aTBEp/PKEHI JOKYMEHTH, 1110 BXOJAATH 10
[Tnany 3axucTy (3a BUKJIIOUEHHSAM THX, JJIS PO3POOKH SIKMX HEOOXIiTHI pe3yabTaTH HACTYITHHX
eTariB pooiT).

6.5.1.4CtBopenns C3I Ta po3poOka Ilnany 3axucry 3nilicHioeTbes 3rigHo 3 HI[ T31 1.4-001.

6.5.2HaBuanHs KOpHUCTYBayiB
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[MpoBoauThcs HaBuaHHS KopucTyBauiB ITC Bcix Kkareropid (TEXHIYHOTO OOCIyrOBYIOYOTO
NepcoHaly, 3BUYAWHUX KOPHUCTYBaudiB Ta KOPHCTYBayiB, SIKIi MalOTh ITOBHOBAaXXCHHS IIOJ0
ynpasminasa 3acobamu KC3I Ta iH.) B 9acTHHI, IO iX CTOCYETHCSA, OCHOBHHUM ITOJIOKECHHSIM
nokymeHTiB [lmany 3axwcry, sKi HEOOXimHI IM ISl TOTPUMaHHS MPABUI TMONITUKH Oe3MeKu
iHopmMarii, ekcruryatamii 3aco0iB 3axucty iHGOpMaIli TOmo, TMepeBipka iX yMIHHSA
KOPUCTYBAaTHCh BIPOBAKCHUMHU TEXHOJIOTIIMU 3aXHCTy iH(opMalii 1 peecTparisi pe3ynbTaTiB
HaBYaHHSI.

6.5.3KommexkryBannusa KC3I

3abe3neuyeThcsi OTPUMAHHS MPOAYKIITl (3aco0iB 3axucTy iHdopMarii, MarepiaiiB, o0agHAHHS
Ta iH.) B/l MMOCTaYalbHUKIB Ta CIIBBUKOHABI[IB PoOiT. [IpuitMaeThCs PilliCHHS IIOI0 ITiATOTOBKH
0 TIPOBEJIEHHS OLIHKHM Ha BignoBimHicTh BuMoram HJ[ T3I 3aco0iB 3axucTy, SIKi HA MOMEHT
npoektyBaHHss KC3I He manu BianmoBigHuX cepTudikary ado €KCIepTHOTO BHCHOBKY, a TaKOX
HOPSIKY POBEICHHSI TaKO1 OLIIHKY ITiJ1 yac aepkaBHOi ekcneptusu KC3IL.

6.5.4byniBenbHO-MOHTaXHI pOOOTH

6.5.4.1 PoGoTn 1pOro eramy BHKOHYIOTHCS IIiJI 4Yac TepeoOaJHaHHS ICHYIOUHMX abo mpu
OyZIiBHUIITBI HOBHX CIICIiai30BaHUX Cropya (MPUMIlIEHb), MPU3HAYCHHUX IS PO3MILICHHS
texHiyHuX 3aco0iB ITC Ta mepconany, CXOBHII MaTepiaJbHUX HOCIIB iH(OpMaIrii.

[Ipu npoBeneHHI OymiBEIbHO-MOHTAXHUX POOIT BPaxXOBYIOTHCS BHMOTH TEXHIYHOTO 3aBIaHHS
Ha crBopeHHs KC3I B ITC.

6.5.4.2byniBenbHi pobOTH 3IHCHIOIOTHCS cuitaMu oprasizanii-snacauka [TC abo OyniBenbHO-
MOHTQ)XHUMH OpraHi3amisiMd 3TiTHO 3 TMPOEKTHOI JTOKYMEHTAIli€l0 Ha OyIiBHHUIITBO, SKa
PO3POOIIIETHCS MPOSKTHOIO OPTraHi3alli€l0 y BIAMOBIIHOCTI O BUMOT HOPMATUBHUX JIOKYMEHTIB
JBH A.2.2-2,]1bH 2.2-3-2004.

6.5.4.3Ilicns 3aBepuieHHS OyniBEIBHUX POOIT CTBOPIOETHCA KOMICIS 3 MPUHHATTSA poOiT, 10
CKJIay SIKOi BXOJSATH MPEICTABHUKW OpraHi3allii-3aMOBHUKA OymiBEIbHUX POOIT, MPOEKTHOI Ta
OyaiBeTbHO-MOHTaXHOI oOpraizamiii. 3a pe3ynbraTaMu poOOTHM KOMICii CKJIagaeThcs 3a
JOBLILHOIO (DOPMOIO aKT MpUUMaHHS POOIT 3 OIIHKOKO iX BiamoBigHOCTI BuMoram T3I, sikwmii
3aTBEPIKYEThCA KEPIBHUKOM OpraHizaiii-3aMOBHHKA OYyAiBHHUIITBA.
6.5.5IyckonanaromxyBaibHi poboTH

6.5.5.1MeT010 IMyCKOHAJIAroXKyBaJIbHUX POOIT €:

MOHTaX OOJIaJIHAHHS 1 aTecTallis KOMIUIEKCY TEXHIYHOTO 3axHucTy iH(opmariii Bii BHTOKY
TEXHIYHUMHU KAHAJIAMU,

BCTAHOBJICHHS 1 HaJTarokeHus K33;

nepeBipKa Mpane3JaTHOCTI 3aco0iB 3aXuCTy iH(OpMalii B aBTOHOMHOMY pPEXHMI Ta HpU iX
KOMIUIEKCHIN B3aeMo/Iil.

6.5.5.2 Montrax OT3 ITC, kabGenbHOro O0O0JaJHAHHS, MEPEX OJKUBICHHA Ta 3a3E€MJICHHS
3MIMCHIOETHCS 3T1THO 3 KOHCTPYKTOPCHKOIO JOKYMEHTAIIIEI0 POOOYOTr0 MPOEKTY.
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SAxmo no ckinaxy KC3I Bxomsate OT3, siki He MatoTh cepTudikaTiB BiAnoBigHOCTI BUMoram 3 T3I,
BHU3HAUYAIOTHCA MiHIMAIBHO JOMYCTHMI BijficTaHi Mik uMu 3acobamu ta JIT3 3a pesynpraramu
X cnemlaibHUX JOCIIKEHD.

6.5.5.3V pa3i HeMOKIMBOCTI JOTPUMaHHS BUMOT 3 po3MimieHHss OT3 abo HasBHOCTI mijacTaB
I0JI0 MOXJIMBOTO TMOPYIIEHHS YMOB iX IMOCTa4aHHS OIIHKA MOHTaXHHUX podiT OT3 mae Oytu
HiATBEP/KEHA Pe3yIbTaTaMU KOHTPOJIBHHUX 1HCTpPYMEHTAIbHUX BUMipioBaHb piBHa [IEMBH.

6.5.5.4 CrneuianbHi JOCHI[UKEHHS Ta IHCTpyMeHTalnbHI BuMipioBaHHs piBHs [IEMBH
BUKOHYIOThCSl migpo3aiiom T31 opranizamii-Bnacauka ITC aGo iHmuMu cy0’ eKTamu
TOCIIOIAPIOBAHHS 32 YMOBHU HAsSBHOCTI JIIIEH311 YK JO3BONY Ha 3MIMCHEHHS BiIMOBIAHOTO BUIY
pOOIT.

6.5.5.53a pe3ynbraramu poOIT CKIIAAE€THCSA aKT, JI€ 3a3HAYAIOTHCS. KaTeropii mMpUMIIIeHb, Je
po3ramoBane obnagnanHs [TC, Mexi KOHTPOJIHOBAHUX 30H JUIS MpUMilieHb, nepemik OT3, T3
i KomyHikamii (i3 BKa3iBKOIWO HaiMEHYBaHHS, THITY, 3aBOJCHKOTO HOMEPY), IO 3HAXOIATHCS Y
UX TPHUMIMICHHSAX, OIIHKA BIAMOBITHOCTI TPOBEJACHHS MOHTAXHUX pOOIT BUMOTram
eKCIUTyaTallliHUX JJOKYMEHTIB Ha 3acO0M Ta HOPMAaTUBHHUX JOKYMEHTIB, 3a3HaueHuX y 1. 6.4.4.3,
MPOMO3UIlii MO0 3aCTOCYBaHHS JOAATKOBHX 3aXOJiB 3aXHCTy, BIPOBAKCHHS SIKUX €
HEOOXITHUM Yy pa3i HEMOXKJIUBOCTI ITi/1 YaC BUKOHAHHS MOHTaXXHUX POOIT TOTPUMaHHS OKPEMHX
BUMOT 13 po3mimieHHss OT3. AKT 3aTBepaKyeThCsl KepIBHUKOM oprasizaii - Bnacauka [TC.

6.5.5.6 3miiiCHIOETBCS  BOPOBADKEHHS  JOAATKOBUX  3aXOMdIB  3aXHUCTy, HEOOXITHICTh
BIIPOBAKCHHS SKUX 3a(iKCOBaHA B aKTi, BIAMOBITHO 10 MOPSAKY MPOBEACHHS pOOIT eTamy Ta
BIJIMOB1/IHE KOPUTYBAHHS MPOEKTHOI, po00Y0i, eKCTuTyaTaIliiHOT JOKyMEHTAI1.

6.5.5.7 Ominka MOBHOTH Ta SKOCTI BUKOHaHHS PoOIT 3 T3I B MpUMIMIEHHSIX TPOBOIUTHCS
IIIIXOM aTecTallii BIPOBAKEHOTO KOMIUIEKCY TEXHIYHOTO 3aXUCTy iH(oOpmarii BiJ BUTOKY
TEXHIYHUMH KaHAJIaMH, 32 pPe3y/IbTaTaMH SKOi HAIA€ThCsS JOKYMEHT BCTAaHOBJIGHOTO 3pa3Ka —
“AxT arectarlii KOMIUJIEKCY TeXHIYHOTro 3axucrty iHdopmamii’. Tlopsmok 3aiiicHeHHs aTecTailii,
3micT Ta popma “AkTy ..."” BusHavaerbes HJ[ T3I 2.1-001.

6.5.5.8311lCHIOETHCS 3TIAHO 3 JOKYMEHTAIIIEI0 POOOYOTro MPOCKTY 1HCTAJIALIS, 1HIMIam3aIis Ta
nepesipka nparesnatHocti K33.

[acTansamis Ta iHimiamizamis K33, skuit Mmae eKcrnepTHU BHCHOBOK IIOJI0 MOTO BiAMOBIIHOCTI
BuMoram H/JI T3I, 31ilicHIOETbCS Y TOPSZIKY, BU3HAUEHOMY B €KCIUTyaTaIl[iliHil JOKyMEHTAIlil Ha
el KOMILJIEKC.

[Tix gac iHCcTanAIIl MarOTh OyTH 3aJIisiHI BC1 MEXaHI3MH PO3MEXYBaHHS JIOCTYITYy KOPHUCTYBadiB
no iadopmarii ta amapatHux pecypciB ITC, KOHTpono 3a AisIMH KOPHCTYBauiB, a TaKOX
KOHTPOJIIO IUTICHOCTI MpOorpaMHOTo 3a0e3nedeHHs Ta 6a3u ganux 3axucty K33.

Jo 6a3m maHWX 3axXMCTy BHOCATHCS BigoMocTi mpo kopuctyBadiB ITC, BCTaHOBIIOIOTHCS iX
MOBHOBAXEHHS IMOJO0 JAOCTymy 10 3axuimieHux o00'ekTiB KC, ix crtBopenHs, moaudikarii,

apXiBYBaHHs1, 3HHIICHHS, EKCIIOPTY/IMITOPTY 13 CHCTEMH Ta iHIII JaHi.

6.5.61lonepenni BunpoOyBaHHs
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6.5.6.1 Meroro momepeanix BumnpoOyBaHb € mepeBipka mnparne3natHocti KC31 Tta Bu3zHaueHHs
MOYJIMBOCTI IPUUAHATTS 11 y JJOCIIHY €KCIUTyaTaLio.

[Tix vac BunpoOyBaHb nepeBipsroThes mparnesnatHict KC3I ta BianmoBigHIicTh 1i BuMoram T3.

6.5.6.2 Ilomepenni BUNpOOyBaHHS TPOBOIATHCA 3TITHO 3 TPOTPaMOId Ta METOJUKAMU
BunpoOyBanb. Ilporpamy i meronuku BumnpoOyBaHb roTye po3poOHuK KC3I, a y3romxye
samoBHuk ITC. [IIporpama Ta MeToaWKM BUNPOOYBaHb, MPOTOKOJIW BUIPOOYBaHBb
PO3POOIIIOTHCS Ta OPOPMITIOIOTECS 3TiAHO 3 BUMoramu P 50-34.698.

6.5.6.3I1onepenni BunpoOyBanHs opranizoBye 3amoBHUK ITC, a mpoBoauts po3podnuk KC3I
CIITBHO 13 3aMOBHHMKOM. [l mpoBeneHHs TmomnepenHix BuUnpoOyBaHb 3amoBHUKOM [TC
CTBOPIOETHCS KOMicis. '0J1I0BOIO KOMICIT MpU3HAYAEThCs IPEACTaBHUK 3aMOBHHUKA.

6.5.6.4Pe3ynpTaTu nonepeaHix BunpoOyBanb oopmitrorothes “IIpoTokonaom BunpoOyBaHb”, 1e
MICTUTBCS BUCHOBOK 11070 MoxuBocTi npuiHaTTss KC3I y gocnigHy ekcruryaraiito, a Takox
MepeTiK BUSABJICHUX HEOJIKIB, HEOOXITHUX 3aXOMdIB 3 iX YCYHEHHS, 1 peKOMEHIOBaH1 TePMiHU
BUKOHAHHS IIUX POOIT.

6.5.6.5 Ilicns ycyHeHHS HEIOJIKIB y BMIAAKy iX HAsgBHOCTI Ta KOPUTYBaHHSA IPOEKTHOI,
pobouoi, excruryaramiiHoi gokymeHTarlii KC3I odbopmmroerses akt npo npuiimanas KC3I y
JOCHIJIHY eKCIUTyaTalio.

6.5.7locnigHa excruryaTaris

6.5.7.1I1ix yac nocninuoi ekcruryatariii KC3I:

BIJIMPAIlbOBYIOTHCSI TEXHOJIOT1T 00pobnenHs iHdopmartii, 006iry MammHHUX HOCIiB iH(opMaIii,
KepyBaHHs 3aco0aMM 3aXUCTY, PO3MEXKYBaHHSA JOCTYNy KopucTyBaudiB 10 pecypciB ITC Tta
ABTOMAaTHU30BAaHOTO KOHTPOJIIO 32 JIISIMH KOPUCTYBaYiB;

criBpoOiTHuKH C31 Ta kopucryBaui ITC HaOyBaroTh MpPaKTUYHWUX HABUYOK 3 BUKOPHUCTAHHS
TEXHIYHMX Ta MpPOrpaMHO-anapaTHUX 3aco0iB 3axucTy iH(opMalli, 3acBOIOIOTH BUMOTH
OpraHi3aIlifHuX Ta PO3MOPATINX JOKYMEHTIB 3 MUTAaHb PO3MEXKYBAHHS JOCTYIY J0 TEXHIYHHX

3ac00iB Ta iH(pOpMaIITHUX pecypciB;

3MIHCHIOETHCS (38 HEOOXITHICTIO) JOOMpAIOBAHHS MPOTPAMHOTO 3a0e3MedeHHs, I10JaTKOBE
HaJIaro/KyBaHHs Ta KoHQirypysanus K33;

3IIHCHIOETBCS (32 HEOOXITHICTIO) KOPUTYBAaHHS po0O0YO0T Ta eKCIUTyaTalliifHOT JOKYMEHTAIli.
6.5.7.2 3a pe3ynpratamu poOIT 3a JOBIIBHOIO ()OPMOIO CKIIQAAETHCS aKT MPO 3aBEpIICHHS
JOCTIIHOT eKCIUTyararlii, SKHH MICTUTh BHMCHOBOK OO MOXIHBOCTI (HEMOKIMBOCTI)
npencrasieHHs KC3I Ha nepkaBHY eKcliepTH3Y.

6.5.8 [lepxaBHa excrieptuza KC3I

6.5.8.1]IepxaBHa ekcnieptuza KC3I € okpemum etanom npuitMaibHUX BUnpoOyBans [TC.
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6.5.8.2 JlepxkaBHa eKclepTH3a MPOBOAMUTHCS 3 METOW BH3HaueHHs BianosigHocTi KC3I
TEXHIYHOMY 3aBAaHHIO, BuMoram HJ[ i3 3axucry iHpopmamii Ta BH3HAYEHHS MOKJIHMBOCTI
BBeneHHs KC3I B ckmani ITC B excryarairiro.

HepxaBna excneptuza KC3I B ITC mpoBoautbes 3rigHo 3 IlojoxeHHSM mTpo JAepKaBHY
eKCTepTru3y B cepi TEXHIYHOTO 3aXUCTy 1HPOpMAITii.

6.5.8.3 BusiBiieHi mig 4ac Aep>kaBHOI €KCHEPTH3W HEAOJIKM YCYBAIOTBCS JI0 i1 3aBEpIICHHS,
HOPSIOK YCYHEHHSI TaKUM caMMid, fK 1 JUIS TIONEpeAHIX BUIPOOYBaHb. SIKIIO B CHIIY SKHXOChH
NPUYMH YCYHYTH HEJOMIKH B XOJIi €KCIIEPTU3N HEMOJKIINBO, 1€ 0()OPMITIOETECS aKTOM, JI0 SKOTO
BHOCUTBCSI TIEpeNliKk HEOOXiMHMX JOpoOOK Ta pexoMmeHaamii miofo ix BukoHaHHA. I[licns
3aBEPILICHHS MepeI0aYeHNX aKTOM POOIT MPOBOAUTHCS TTOBTOPHA EKCTIEPTH3A.

6.5.8.4 JInsa interpoBanux ITC Moke TPOBOIUTHCH JIep)KaBHA EKCIIEPTH3a KOXKHOI CKIJIaJI0BOT
yactunu (Moayss) KC3I okpemo.

HepxapHa ekcneptuza KC3I inTerpoBanoi ITC monsrae y mepeBipmi  B3aemomii
(amminicTpyBaHHS, 0OOMiHY JaHUMHU 0a3M JaHUX 3aXHCTY TOIO) BXKE OLIIHEHUX MOYJIIB.

JIOKyMEHTH, IO MICTSTh Pe3yJbTaTh POOIT KOXKHOTO 3 eTamiB (IPOTOKOJIH, aKTH, aTecTaTh
BignosigHocti) mis KC3I ITC B mizomy, o(OpMIIOIOTBCS 3 ypaxyBaHHSIM BiJMOBIIHUX
JIOKYMEHTIB Ha ckianoBi yactuau KC3I.

6.5.8.55Ixmo interpoBana KC3I mae y cBoemMy CKiali THIIOBI MOAYII, sIKi CTBOPIOBAJHCH 32
equauM T3, To ekcreptusa Takux MoayiiB KC3I BUKOHYEThCS B JIBa €TamW. Ha TEPIIOMY
MPOBOAMUTHCS Y MOBHOMY 00CSI31 €KCIIepTH3a OJTHOTO 0OpaHOTO THIIOBOTO MOJYJISA, & HA IPYTOMY
— 3IIMCHIOETHCA TEepeBipKa BIAMOBITHOCTI yMOB €KCIUIyaTaiii THIOBUM Ha KOXXHOMY
KOHKpeTHOMY 00’ ekTi 1t Beix moayiniB KC3I uporo tumy.

6.5.8.6 Beenenns no cximaay airouoi KC3I HOBOro (omiHeHOro) MOAYJS 3MIHCHIOETHCS 0Oe€3
npoBeseHHs oBTOopHOI excrieptusn Beiel KC3IL. I[IpoBoauThCS OIiHIOBAaHHS B3a€MO/Iii HOBOTO
MoayJs 31 ckimanoBumu yactuHaMu KC3I, siki Bjke 3HaXOAThCS B €KCILTyaTallii.

6.5.8.7 JlommyckaeTbcsl pO3MOYMHATH 1 MPOBOAWTH JepxkaBHy ekcrieptuzy KC3I mapanensHo 3
poboTamu eTariB MPOESKTyBaHHS.

[MpumiTka:

VY mepiry depry Takuil HOpSA0K PEKOMEHAYETHCS 3aCTOCOBYBATH JIJIS CKJIQJHUX 3 TOYKH 30py
apxiTekTypu, ckmagy Ta ob6cariB pobir KC3I. Ilpu wnpomy excrmepramu MOCHTiIOBHO
3MIMCHIOETHCS OIlIHKA TEXHIYHUX Ta OpTaHi3allifHuX PillieHb Ha BCiX eTamax pooOit. Lle mae 3mory
OTIEpaTUBHO YCYBaTH HEIONIKM MPOEKTYBAaHHS Ta CKOPOTHUTH Yac MPOBEICHHS ep>KaBHOT

eKCIIepTH3H, SIKa MOKe OyTH B OCHOBHOMY 3aBEpIlI€HA /10 eTamy NpuiMaibHUX BUIPOOYBaHb
ITC.

6.5.8.8IIpuitmansui BunipodyBanus ITC npoBoasTbes npu ¢pyHKuioHyrodii B ii ckinani KC3L.

[TpumiTka:
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Po6otu 11.6.5.8,a Takox mm. 6.5.61 6.5.7,BUKOHYIOTECSI 3 BUKOPUCTAHHSIM TECTOBHX JIAHMX, SIKI
HE MICTATH 1H(OpMaIii 3 0OMEKECHUM JOCTYIIOM.

6.6 CynpoeodxxeHHs1 KC3I
BuxonyroThecs po6oTH 3 oprasizamiitHoro 3ade3nedeHHs ¢yHkmionyBanas KC3I ta ynpasminas
3aco0amu 3axucTy iH(popmaii BignosigHo a0 [lnaHy 3axucTy Ta eKcriIyaTaliifHol ToKyMeHTauii

Ha kommnoHeHTH KC3I, rapanTiiHOMYy 1 MicIArapaHTIHHOMY TEXHIYHOMY OOCIYyrOBYBaHHIO
3ac00iB 3axuCTy iH(opMaIlii.
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